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1. MyQ Functionality Overview 

1.1. MyQ System Introduction  

1.1.1. Complete solution for printing services   

The main objective of the MyQ system is to offer a universal tool providing all services related to print, copy and scan in 
one package. The flexibility of the MyQ system allows the customer to only use functions they currently need and 
expand it easily any time in the future if required.   

1.1.2. Easy installation and management   

Integration of all monitoring and printing functions into a single unified system results in an easy and intuitive operation 
with minimal requirements for installation and system administration.    

1.1.3. High compatibility  

To fulfill the real market requirements, MyQ assures the highest possible level of compatibility in all three of these 
related topics: IT environment, device equipment and ID technology.   

Í Support for Citrix or MS Terminal Server environments   

Í 3ÕÐÐÏÒÔ ÆÏÒ -3 #ÌÕÓÔÅÒ ɉÉÔȭÓ ÁÌÓÏ ÐÏÓÓÉÂÌÅ ÔÏ ÕÓÅ ÔÈÅ ÂÕÉÌÔ-in MyQ Easy Cluster)   

Í Printing from Windows, Linux and MAC OS plus support of AS400 or SAP   

Í More than 2000 supported print/copy devices from more than 26 vendors   

Í Over 60 ID card technologies for user identification are supported, and with easy customization, it allows you 

to connect almost every reader available on the market.  

1.2. MyQ Basic objectives step by step 

1.2.1. Complete monitoring of print ing services  

Having accurate information about the usage of print services is an implicit condition for monitoring and optimization. 
MyQ employs a unique combination of several methods of communication with print/copy devices and print spooler 
monitoring. This combination provides a very sophisticated system of acquiring precise counter statuses and generating 
transparent reports.   

1.2.2. Print environment optim ization 

After all the data about the current print environment is known, the optimization is started. MyQ can indicate which 
devices are not being used effectively; users printing more than expected as well as the printing costs of every user or 
department. MyQ can also monitor the service alerts from all the devices and detect the unreliable devices with high 
demand for service and support. Based on this information, a complete restructuring of the printing environment 
(including replacing old devices by new, more effective models), or just a simple rearrangement of existing devices can 
follow.   

1.2.3. Security issues and user login  

Based on the previous optimization, ineffective local personal printers can be replaced by a central corridor device 
shared by several users from different offices. This increases the importance of security issues: an unauthorized person 
may get access to documents printed by another user on a shared corridor device. MyQ can simply avoid this situation 
by equipping every shared network device with the MyQ hardware terminal which enables user login. The print jobs are 
then stored on the server and printed only if the user is correctly identified by PIN, ID card or ID tag.   

MyQ allows connecting almost every identification technology available on the market. From simple PIN identification, 
followed by chip card and magnetic-strip card readers, to a wide portfolio of contactless readers. Selected print devices 
can be equipped with special MyQ Embedded terminals, providing many advanced functions and a very comfortable 
user interface.   
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1.2.4. Print, copy and scan accounting 

The next step of optimization is reducing the number of printed and copied pages. A very effective way is to monitor 
the number of pages printed and copied by every user, including monitoring the locally connected personal printers. 
Even better control is possible by setting the quotas for each user and department, or running project accounting for 
monitoring print costs of particular projects.  

Institutions providing commercial print services to the public will appreciate the possibility of credit accounting when 
print functions are available only to users with prepaid credit. This method is often used at schools or libraries.  

1.2.5. Job management / Follow Me functionality  / Scan management 

The user identification on the print and copy devices brings the ability to not only control or restrict usage, but it also 
brings the possibility of managing print and scan jobs. After the user has logged onto the device, they can search 
ÔÈÒÏÕÇÈ ÁÌÌ ÔÈÅÉÒ ÐÒÉÎÔ ÊÏÂÓ ÓÔÏÒÅÄ ÏÎ ÔÈÅ ÓÅÒÖÅÒ ÁÎÄ ÐÒÉÎÔȟ ÄÅÌÅÔÅȟ ÒÅÐÒÉÎÔ ÏÒ ÍÁÒË ÔÈÅÍ ÁÓ ȰÆÁÖÏÒÉÔÅȢȱ  

The print jobs are not fixed to one device, but are accessible from all the connected devices, depending on user rights. 
It means that any job sent to print can be printed on any device in the network based on where the user logs on (Follow 
Me functionality). The result saves time for all the employees and increases their work efficiency.  

User identification on multifunctional devices can also simplify the network scan process. By simply pressing just one 
button, the scanned document is sent to the email or shared folder of the user that is currently logged in.  

MyQ offers you the unique feature of scanning profiles. The administrator may simply define various buttons with 
different functions, allowing them to significantly simplify the workflow of documents, making the work of the end user 
more efficient and less time-consuming.  

 

 

Picture 1-1 
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2. MyQ Functions description 

2.1. Main functions 

2.1.1. Secured copying 

The dashboard of the copy machine, by default, is locked. After login through a valid identification item the panel is 
unlocked and the copy function is enabled. When the user completes the copying process, they log out by swiping their 
identification card again, or by selecting the button to logout on the control panel. The number of copied pages is 
counted in the system. If the user forgets to logout, the system will automatically log them out after a certain time of 
inactivity.  

 

Picture 2-1 
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2.1.2. Direct printing  

The user sends a job to print. The job is processed by the system and is immediately sent to an appropriate printer. After 
the ÐÒÉÎÔ ÊÏÂ ÉÓ ÄÏÎÅȟ ÔÈÅ ÎÕÍÂÅÒ ÏÆ ÐÒÉÎÔÅÄ ÐÁÇÅÓ ÉÓ ÁÄÄÅÄ ÏÎ ÔÈÅ ÕÓÅÒȭÓ ÁÃÃÏÕÎÔȢ $ÉÒÅÃÔ ÐÒÉÎÔÉÎÇ ÓÅÒÖÅÓ ÏÎÌÙ ÆÏÒ ÔÈÅ 
control of print volume and does not feature any other advanced functions such as secure or postponed printing. With 
the direct printing funcÔÉÏÎȟ ÎÏ ÔÅÒÍÉÎÁÌ ÉÓ ÎÅÅÄÅÄ ÆÏÒ ÔÈÅ ÕÓÅÒȭÓ ÉÄÅÎÔÉÆÉÃÁÔÉÏÎȢ  

 

Picture 2-2 
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2.1.3. Secured printing  

The user sends a job to print. The job is processed by the system and is stored on the server. After the user logs in on 
one of the printing devices, the job is sent to this printer device. The secured printing function enables users to print on 
any associated printer regardless of the place from where the job was printed (so called Follow Me function).  

 

 

Picture 2-3 
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2.1.4. Scan management and Scanning profiles 

This function considerably simplifies the network scanning role on multifunctional print devices. After login by the ID 
card, all the scanned jobs are automatically sent to a shared folder, or to the email of the currently logged-in user. The 
user does not need to set any destination folder or to select an email address. Users can also directly send their scanned 
documents to the following cloud destinations: OneDrive, OneDrive Business, Google Drive, Box.com, OneDrive 
Business, Dropbox and SharePoint Online.  
 
Furthermore, the scanned documents can be converted to a searchable and editable format, such as an MS Word 
document or a searchable PDF, via the OCR service (Optical Character Recognition). In older versions of MyQ, you 
needed to use a third-party application to employ this service. Beginning with the 6.2 version, you can use the MyQ OCR 
server, which can be purchased as a part of the MyQ solution. 
 

 

Picture 2-4 
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MyQ scan management also provides you the completely unique feature of scanning profiles. Thanks to this feature, 
you may define the complete look and functions of your embedded terminal. You can create multiple buttons with 
different functions, destinations and parameters predefined in such a way as to enable the user to scan documents by a 
single click. The system will automatically store the file according to the settings. Thanks to special metadata files that 
can be automatically generated with the scanned file, you may connect the system to the document workflow software 
in your office.  

 

Picture 2-5 

2.1.5. Scanning: send an email with a download link for scans larger than a specific limit 

Due to email size restrictions on some email servers, users might not be able to send scans exceeding a certain size in 
their emails. To prevent such situations, you can set the maximum size of emails with scans on the MyQ Web 
Interface. Emails exceeding the limit are then replaced by emails with a secured link to the scan file, which is saved 
on the MyQ print server.  

 

 

Picture 2-6 

2.1.6. Driverless and Email printing  

MyQ allows printing PDF, Word, Excel, PowerPoint documents and JPEG pictures by directly sending an email to the  
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-Ù1 ÓÅÒÖÅÒ ÁÎÄ ÆÒÏÍ ÔÈÅ ÕÓÅÒȭÓ -Ù1 ×ÅÂ ÉÎÔÅÒÆÁÃÅ ×ÉÔÈÏÕÔ ÉÎÓÔÁÌÌÉÎÇ ÁÎÙ ÐÒÉÎÔ ÄÒÉÖÅÒ ÏÒ ÏÔÈÅÒ ÁÐÐÌÉÃÁÔÉÏÎȢ )Ô ÇÉÖÅÓ -Ù1 
users great flexibility for printing documents from any PC on the network, retaining the high level of security and the 
advantage of Follow Me printing.  

2.2. User administration  

2.2.1. User import  

MyQ allows for an automatic import of users from MS Active Directory, Novell eDirectory, Open LDAP, Lotus Domino 
or CSV file. With many options for user import settings, we are ensuring a correct loading of all necessary data. The user 
import function also enables us to combine an import from AD and CSV when, for example, card numbers are not stored 
in AD and it is therefore necessary to load them from a different database. During user import, random PIN numbers 
can be automatically generated for every user and sent to their email. Users can change their PIN any time from the 
MyQ web interface.  

 

Picture 2-7 

2.2.2. User identification  

By default, the user is automatically identified from the OS login name. For special cases, when more users are sharing 
the same PC, or for printing from a computer not connected to the domain, the user can identify themselves by typing 
a PIN number or username and password for every print, or selecting from a list of users from a pop up window.  

 

 

Picture 2-8 
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2.2.3. User rights through policies 

This is a new way to set the appropriate rights to users and user groups. You may define which features will be available 
to which users by the simple setup of user policies.  

 

Picture 2-9 

2.2.4. User registration 

Users may register into the system via the web interface of MyQ. If allowed, the user may register by adding their name 
and email into the MyQ system, then the system will generate the PIN and register them into the system. The users 
may also be registered via Email printing, LPR or by swiping an unknown card over the reader (an anonymous account 
is created).  

 

Picture 2-10 

2.2.5. Password complexity and account lock 

Beginning with the MyQ 5.3, there are two features for user account management. The first is the ability of the 
administrator to require a minimum password complexity. For example, a user will need to use a capital letter and a 
special character in order to meet the requirements. Also, a minimum length can be selected as well. To compliment 
the password complexity feature, administrators can also enable an account lock feature. If a user enters an incorrect 
password a certain number of times, the account will be locked out for a specified number of minutes. An account can 
also be manually unlocked by an administrator.  
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2.3. Printer device administration  

2.3.1. Printer device searching and automatically driver installation 

Printer devices can be easily searched and automatically activated in the MyQ system. It is possible to search in different 
subnets based on the network architecture. MyQ also allows fully automatic Windows driver installations by set rule (IP 
range, model, type of the device etc.).  

2.3.2.   Printer device status monitoring  

MyQ monitors the current status of all printing devices, display error/warning messages and graphically displays the 
actual toner status. Furthermore, it regularly updates counters for all the functions. A special report with the history of 
all the error/warning messages is available to give accurate information about device reliability.  

 

 

Picture 2-11 

2.3.3.   Failover Printing 

With the MyQ Easy Job Manager application installed on the end user's workstation, they can select a backup printing 
device to be used to print when connection to the MyQ print server is lost. The Failover Printing feature serves as an 
important backup tool in case of server outage. Furthermore, it can be combined with the Device Spool feature on MyQ 
embedded terminals to enable using the hold print, follow me print and delegated print on the printing device.  
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2.4. Print job administration  

2.4.1. Print job modification  

In certain print jobs, it can be useful to modify the data. MyQ enables an easy addition of commands for stapling, duplex 
printing, setting the number of copies in print jobs, and even allows for a specific modification of print jobs via scripts.  

 

 

Picture 2-12 

2.4.2. Job Preview 

This feature enables displaying the content of print jobs, scans or faxes using the MyQ WEB interface of the user or 
administrator. The preview is stored in PDF format and can be displayed in case it is needed. Print jobs are first converted 
to PDF format and then displayed by the WEB browser, Acrobat Reader or other compatible PDF viewers. PDF files are 
saved in the job folder and are automatically deleted within a predefined period or with an additional license; for job 
archiving (see ÃÈÁÐÔÅÒ ΨȢίȢΩɊȟ ÉÔ ÃÁÎ ÂÅ ÓÔÏÒÅÄ ÉÎ Á ÄÅÓÉÒÅÄ ÆÏÌÄÅÒȢ 4ÈÅ -Ù1 ÉÎÓÔÁÌÌÁÔÉÏÎ ÐÁÃËÁÇÅ ÄÏÅÓÎȭÔ ÃÏÎÔÁÉÎ ÓÏÆÔ×ÁÒÅ 
for PDF conversion, therefore, third party software must be installed to get Job Preview working. Various software can 
be used for different PDL (PostScript, PCL5, PCL6/XL). A wide variety of PDF convertors are supported.  

2.4.3. Print job rules 

Jobs can be automatically deleted, paused or forwarded to more efficient or more economic devices based on the data 
included (size of the job, number of pages, source application, or job name).  

2.4.4. Private queues 

For the users who print sensitive data, the function of automatic deletion from the server immediately after printing is 
available. Private queue is often used for prints of financial and wage departments or company management.   

2.4.5. Delegated Printing 

The delegated printing feature allows users to send jobs to a certain queue that will allow other specific users (the 
delegates) to release the print job. For example, a manager can send a document to the delegate queue and this will 
ÁÌÌÏ× ÔÈÅ ÍÁÎÁÇÅÒȭÓ ÁÓÓÏÃÉÁÔÅÓ ÔÏ ÒÅÌÅÁÓÅ ÔÈÅ ÐÒÉÎÔ ÊÏÂ ÁÔ ÔÈÅ ÐÒÉÎÔÅÒȢ  

The administrator can specify delegates either for individual users, or for entire groups. MyQ users can select their 
delegates in the profile settings on their accounts on the MyQ Web User Interface. The process is very simple and it 
enables the users to instantly add or remove the delegates without the need to contact the administrator. 

2.4.6. Email Printing 

Email printing is a feature that allows users to send documents attached to emails to a certain email address (setup 
within MyQ) and can then later release these documents from a printer. An example of where this feature will come in 
handy is if a customer wishes to allow new users to print, but wants to do it as autonomously as possible. In this example, 
we will enable the system to be able to register new users via email, so when the new user sends the document, it will 
be queued to print and they will receive an automated email with a new pin so they can log into the printer. This is useful 
ÂÅÃÁÕÓÅ ÎÏ ÄÒÉÖÅÒÓ ×ÉÌÌ ÎÅÅÄ ÔÏ ÂÅ ÉÎÓÔÁÌÌÅÄ ÏÎ ÔÈÅ ÕÓÅÒȭÓ ÃÏÍÐÕÔÅÒȟ ÁÎÄ ÔÈÅÙ ÄÏ ÎÏÔ ÅÖÅÎ ÎÅÅÄ ÔÏ ÂÅ ÏÎ ÔÈÅ ÓÁÍÅ 
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printer/server network. They simply need to be able to send an email. This feature can also be setup to print the body of 
the email, if desired. It supports all major document format types.  

2.4.7. Local Follow-Me 

Local Follow-Me is a new feature that allows the Follow-Me functionality to continue to work if the MyQ server is offline. 
While this is active, users will send jobs to a specified printing device. The user can then go to any other compatible 
printing device on the same local network, log in, and print the job that was submitted. This feature is dependent on 
having compatible embedded terminals as well as offline login.  

2.4.8. Client spooling 

User print jobs are not sent to the MyQ server, but stay stored at a user workstation. After the user authenticates 
themselves and selects the job to be printed, the job is released from the workstation directly to a print device. This 
method dramatically decreases traffic to the MyQ server and is especially suitable for small offices with limited network 
connection to the MyQ server.  

2.4.9. Personal print queues 

Users can select their personal follow me queue with a backup option (alternative direct queue and/or follow me 
queue). This way, each user can adjust the MyQ print environment according to their preferences. 
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2.5. User access  

2.5.1. Web interface 

The ÕÓÅÒÓȭ Home dashboard on the MyQ Web Interface is fully adjustable; it consists of multiple building blocks 
(gadgets) that can be added and removed from the screen. MyQ users can use the blocks to customize both 
layout and functionality of their dashboard. The MyQ administrator can provide responsible users with rights to 
recharge credit, display and manage the devices, display, manage and schedule reports etc.  

 

 

Picture 2-13 

2.5.2. Devices and terminals 

User can manage their print jobs stored on the MyQ server directly from the MyQ terminal after login on any connected 
devices. The authentication is possible via card, PIN, password or by a combination of credentials. The Embedded 
terminal provides the user with the user-friendly environment which significantly simplifies the daily work and improves 
the work efficiency in the office.   

2.5.3. Pop-up user notifications 

Users are automatically notified by a pop-up message in case a job they send to MyQ is refused for some reason, e.g., if 
the job was sent to the wrong queue or if the user is denied printing by a MyQ policy.    

Using PHP scripting commands, you can create your own notifications with custom text, such as "Job was successfully 
ÓÅÎÔ ÔÏ -Ù1Ȣȱ 

This feature requires MyQ Easy Job Manager installed on the user's computer.  

 

Picture 2-14 



MyQ Functionality Overview 

MyQ ɀ Technical Brochure  Page 17/35 

2.5.4. MyQ Mobile Applications 

It has never been easier to manage your jobs from your smartphone or tablet than it is with MyQ 5.2. With this version, 
the user may download the MyQ mobile application from Google Play or the Apple App Store and start working with 
their jobs. The login to devices and server management can be done easily via scanning a QR code, which is placed on 
the front side of the printer. Thanks to this application the user may also send the files for print via this application 
directly to MyQ and print them on a selected device.   
 

 

Picture 2-15 
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2.6. Accounting and reports  

2.6.1. Detailed monitoring  

The MyQ system provides detailed monitoring of an entire print network and is able to acquire information to optimize 
the work and time of employees. The MyQ system can create a summary report among users or groups that allows 
managers to detect private prints and reveal a lack of efficiency in printing company emails and other documents. With 
these powerful filters, managers are able to calculate a precise print cost distribution of individual cost centers. The 
MyQ system also can generate reports based on individual printer devices. This will help to reveal the relative loads of 
each printer to help optimize their placement and utilization.  

2.6.2. Automatic reporting  

The MyQ printing solution offers an automatic report to be sent in a chosen period of time. You get the exact data of 
all printing processes. A high level of details in report settings allow the administrator to send proper and concise 
information to individual users.   

You can make your own reports using a variety of templates. In a few steps, you create the report by selecting its type, 
name and filters. The MyQ Custom Report Creating Tool provides users with an unlimited number of reporting options 
while it simplifies the management of reports by reducing their actual number on the Reports screen.  
  

Each report can be directly displayed on the web interface or saved in any of the following formats: PDF, CSV, HTML, 
XML, XLS, XLSX and ODS. The reports can be regularly generated and sent to email or stored in a predefined folder.  
 

 
Picture 2-16 

  

Picture 2-17  
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2.6.3. Setting quotas for printing and copying  

Quotas for printing and copying protect from the misuse of print services by users. For each user, a quota (limit) can be 
set with a flexible or repeated time period. If the limit is exceeded, the system enables, or disables, printer operations 
according to available options. The quotas can be set according to total number of pages, color pages or price of prints 
for a certain period. Quotas can also be classified by monochrome or color. Another possibility is to set the automatic 
sending of a notification when the warning level and quota is reached.    

 

 

Picture 2-18 

2.6.4. Credit accounting 

Credit accounting is a function that is necessary for running printer devices in public places, e.g., schools, libraries, or 
bureaus. Every user can buy the identification card charged with credit which can be used for printing, copying, and for 
network scanning until the credit runs out. After that the MyQ terminal no longer allows them to login on a printing 
device and the user must recharge the identification card. The MyQ credit system can be combined with the regular 
account. The card of every user or group can be preset for either credit accounting, or regular accounting. A typical 
example can be a multifunctional device in a public library. Members can use credit accounting and therefore have to 
recharge their card, while employees of the library use a regular accounting system without a credit subtraction.  

Credit recharging is possible directly through the MyQ WEB interface by an authorized person, or by buying a recharged 
coupon with a pre-set amount. After the user buys the coupon, they can either log into the web interface or use the 
embedded terminal to apply the credit.   

Another possibility is to use external payment providers, such as PayPal. More payment providers are possible to 
implement upon a customization request.   

There is also a possibility to recharge credit via a special MyQ Recharge terminal. This full-color 19inch touch screen 
device is intended to be used with MyQ credit accounting for recharging money to user accounts. This device can also 
be used as a MyQ server.    
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2.6.5. Project accounting 

Project accounting is a very powerful tool for companies working on more projects for different customers. It enables 
employees to assign print, copy and scan jobs to particular projects, and consequently distributes the print cost among 
them and charges it to the appropriate customer. Project accounting can also be used as another independent level of 
ÉÎÔÅÒÎÁÌ ÁÃÃÏÕÎÔÉÎÇ ÎÅØÔ ÔÏ ÔÈÅ ÄÅÖÉÃÅÓȟ ÕÓÅÒÓ ÁÎÄ ÄÅÐÁÒÔÍÅÎÔȟ ÆÏÒ ÁÃÃÏÕÎÔÉÎÇ ÏÎ ÕÓÅÒÓȭ ÐÒÉÖÁÔÅ ÊÏÂÓȢ 0ÒÏÊÅÃÔ ÁÃÃÏÕÎÔÉÎÇ 
functioning on embedded terminals allows assigned print project for data coming from any OS without the need of any 
additional application.  

 

Picture 2-19 

2.6.6. Coverage accounting  

The MyQ system now has the ability, with select printer models, to charge for pages printed or copied in color according 
to three preset coverage levels.  

 

 
 Picture 2-20 
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2.7. Multiple MyQ server support (branch offices interconnection) 

2.7.1. Cloud licensing 

The cloud licensing feature is useful for companies with more than one branch as one license code can be used across 
all MyQ servers in the cloud (the volume can be split and shared between branches). MyQ can be set up as the Master 
server which manages licenses for printing devices and terminals on the site servers (and fulfills other cloud functions), 
but cannot be used as a print server. Site servers download a required number of printers and terminals from the Master 
server.  
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